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Abstract— This letter investigates the exploitation of an
intelligent reflecting surface (IRS) to communicate securely in a
two-way network consisting of an untrusted user. In particular,
the transmit powers and the phase shift at each element of
the IRS are optimized to maximize the sum-secrecy rate, such
that the IRS-reflected and non-IRS-reflected signals are added
destructively at the untrusted user. The proposed iterative algo-
rithm converges rapidly to a feasible solution of high accuracy
with a few iterations. Numerical results demonstrate sum-secrecy
rate gains up to 120% compared to naive or partially optimized
schemes.

Index Terms— Intelligent reflecting surface, physical-layer
security, secrecy rate, two-way communications.

I. INTRODUCTION

DUE to advancements in wireless technologies, integrating
intelligent reflecting surfaces (IRS) into the beyond 5G

wireless networks is envisioned to enable many diversified
applications [1], [2]. However, the IRS environment is vul-
nerable to potential attacks by malicious users. Thus, optimal
transmit power allocation and IRS phase shift optimization
based on physical-layer (PHY) security, are considered crucial
in enabling reliable IRS-assisted communications [3]–[15].

Secrecy rate is the commonly used optimization objective
in the literature for security provisioning, where the sum-
secrecy rate is considered for network-wide performance
optimization [5], [16], and the user-fairness-secrecy rate is
used for individual user-based performance optimization [17].
Maximizing the secrecy rate in the presence of a transmitter,
receiver, eavesdropper and an IRS is studied in the litera-
ture, with the knowledge of perfect channel state information
(CSI) [5], [6]. Extensions to multiple eavesdroppers [7], [13],
and optimization based on the knowledge of statistical CSI of
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Fig. 1. The IRS-assisted two-way communication model.

the eavesdropper [13] are also available. However, all these
works consider PHY security for one-way communications.

Recently, IRS-assisted systems are proposed for two–way
wireless communications in [18], which highlights the supe-
riority of two–way communications under proper resid-
ual interference cancellation. Subsequently, an IRS assisted
secure multiuser two-way communication system is consid-
ered in [19], where the signal of one user is exploited as
information jamming to disrupt the reception of the other
user’s signal at an eavesdropper. In contrast to [19], this letter
applies the most commonly used PHY security technique for
two-way communications of exploiting CSI to allocate power
at the transmitters and design passive beamformers at the
IRS, by maximizing the sum-secrecy rate. The letter also
considers a channel model, where both non-IRS-reflected and
IRS-reflected channels between the users are considered in the
design process. Our main contributions are summarized below:

• We propose an algorithm that maximizes the sum-secrecy
rate of an IRS-assisted two-way communication system
operating in the in-band full-duplex (FD) mode, in the
presence of an untrusted user. The system is controlled
by a central node equipped with a central processing
unit (CPU), by adjusting the transmit powers at the two
trusted users and the phase shifts introduced by the IRS,
in an iterative manner. The convergence of the algorithm
is proved analytically and illustrated numerically.

• The performance of the proposed algorithm is compared
with other beamformer design schemes, numerically,
while considering different placements of the untrusted
user. It is shown that the algorithm harvests gains reach-
ing 35% when the untrusted user is located in close
proximity to the IRS, and gains reaching 120% when
he is in close proximity to a user.

II. SYSTEM MODEL

Consider a wireless communication system having three
active users, Alice, Bob, and Charlie, as shown in Fig. 1.
The users are equipped a transmit antenna and a receive

1558-2558 © 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University of Southern California. Downloaded on March 17,2025 at 19:49:39 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0002-5189-5743
https://orcid.org/0000-0002-8140-3674
https://orcid.org/0000-0002-1413-6393
https://orcid.org/0000-0003-4637-1037
https://orcid.org/0000-0001-7562-6081


WIJEWARDENA et al.: PHYSICAL LAYER SECURITY FOR IRS ASSISTED TWO–WAY COMMUNICATIONS 2157

antenna, enabling in-band FD communications. Confidential
two-way information exchange between Alice and Bob is
assisted by a passive IRS with L reflective elements. Charlie
is considered an untrusted user. The system is centralized such
that the three users and the IRS are connected to a CPU, via
low bandwidth links. These channels are used for CSI and
control information sharing. It is assumed that while Alice
and Bob are communicating, there are no other scheduled
transmissions in the network. Throughout the letter, we use
subscripts A, B and C to differentiate between notations
defined for Alice, Bob, and Charlie, respectively. To this end,
the channels between the IRS and the three users are denoted
by hj ∈ CL×1, j ∈ {A, B, C}. Also, we denote the non-IRS-
reflected channels between the individual users by hij ∈ C,
i, j ∈ {A, B, C} and i �= j. For simplicity, it is assumed that
hj and hij capture the effects of both path loss and small-scale
fading, which can follow an arbitrary continuous distribution
(e.g Rayleigh, Rician, etc.). Furthermore, the system operates
in the in-band FD mode, leading to channel reciprocity [18],
[19]. It is assumed that all users have access to perfect CSI
of channels between themselves and the IRS, as well as the
channels between other users. The CSI is acquired using
channel estimation techniques discussed in [20]. The CSI can
be estimated at Alice and Bob by using reciprocity properties.

Let w†
ind =

[
ejφ1 , . . . , ejφL

]
, where φi ∈ [0, 2π) for

i ∈ {1, . . . , L}, denote the phase shift of the i-th IRS
element, such that (·)† represents the conjugate transpose.
We assume unit reflection amplitudes to maximize the IRS
reflection power, simplify its hardware design, and also for
the mathematical tractability of our problem. For j ∈ {A, B},
Pj and sj ∈ CN (0, 1) denote the transmit power and the
information symbol of the respective user. Without loss of
generality, we assume sA and sB are uncorrelated. The self-
interference (SI), which is the users own data reflected back
form the IRS, can be fully subtracted using the available CSI
and the knowledge of w†

ind obtained from the CPU. After SI
cancellation, the received signal at Alice can be written as

yA =
√

PBw†HAsB + lA + nA, (1)

where w† =
[
w†

ind 1
]

, H�
A =

[
h�

B diag (hA) hAB

]
, nA is

the additive white Gaussian noise (AWGN) with mean zero
and variance σ2

A, lA is the residual loop-interference from FD
operation, which is assumed to be a Gaussian random variable
with mean zero and variance σ2

lA
, and diag (x) represents

the diagonal matrix with entries of vector x along its main
diagonal [19]. Thus, the achievable information rate for Alice
can be written as I(yA; sB) = log2

(
1 + PB |w†HA|2

σ2
tA

)
bps/Hz,

where σ2
tA

= σ2
A + σ2

lA
. The received signal at Bob, yB , and

the achievable information rate for Bob, I(yB; sA), can be
similarly obtained.

The signal received by Charlie is given by yC =
√

PAw†

HCAsA +
√

PBw†HCBsB + nC , where H�
CA =[

h�
AHC hAC

]
, H�

CB =
[
h�

BHC hBC

]
, and HC =

diag (hC). Then, the maximum information rate leaked

to Charlie can be written as I(yC ; s) = log2

(
1 +

PA|w†HCA|2+PB |w†HCB |2
σ2

C

)
bps/Hz, where s� = [sA, sB].

Since, I(yC ; s) is an upper bound for the achievable infor-
mation rate of Charlie, the worst case sum-secrecy rate of the

system can be given as

Rsum = [I(yB ; sA) + I(yA; sB) − I(yC ; s)]+, (2)

where [x]+ = max(0, x) [16].

III. SUM-SECRECY RATE MAXIMIZATION

In this section, we present the sum-secrecy rate maximiza-
tion problem subject to a sum-power constraint, and propose
an iterative approach to set the IRS phase shifts and the
transmit powers of Alice and Bob. The sum-secrecy rate
maximization problem can be stated as follows:

(P1): maximize
w,PA,PB

Rsum (3a)

subject to P min
i ≤ Pi i ∈ {A, B}, (3b)

PA + PB ≤ P max, (3c)
|w(j)| = 1 ∀1 ≤ j ≤ L, (3d)
w(L+1) = 1, (3e)

where P max denotes the aggregate maximum transmit power,
w(j) is the j-th element of vector w, and P min

A and P min
B

are the minimum allowed transmit powers of Alice and Bob,
respectively. Hence, the constraint (3b) is added to ensure
user fairness. The values of P min

A and P min
B can be adjusted

to ensure the required minimum information rate at Alice
and Bob. The constraint (3d) ensures the elements of w
only contribute to the phase of the reflected signal. The
constraint (3e) follows from the definition of w in (1). The
centralized network architecture motivates the sum-secrecy
rate maximization problem with a sum power constraint, which
leads to superior performance compared to individual power
constraints. However, the analysis can be trivially extended to
a case with individual maximum transmit power constraints at
Alice and Bob, which is discussed in Section III-D.

From (2), it is interesting to note that Rsum is invariant
to a phase shift, given it is identical for all elements in w.
Thus, for a phase shift θ, we define w̃ = ejθw, and find
w̃ that maximizes Rsum without any loss in optimality. With
this manipulation, the constraint (3e) can be absorbed into
the constraint (3d) by letting 1 ≤ i ≤ L + 1. However, (P1)
is still not jointly convex in (w̃, PA, PB), and hence, it is
difficult to solve (P1) with polynomial complexity. To obtain
a solution with polynomial complexity, we consider a relaxed
optimization problem with a tight approximation for the objec-
tive function.

The main challenge of the optimization problem is the non-
convexity of the constraint (3d). To overcome this, we first
use the substitution |w̃†H|2 = Tr(HH†W ), where W =
w̃w̃†, and apply semidefinite relaxation (SDR) [7]. Then, after
omitting the constant multipliers and addends that have no
impact on the analysis, the objective function G(W , PA, PB)
can be expressed as a function of (W , PA, PB) where

G(W , PA, PB) = log2

(
σ2

tB
+ PA Tr

(
H̃BW

))

+ log2

(
σ2

tA
+ PB Tr

(
H̃AW

))
− log2 F (W , PA, PB), (4)

F (Ω, α, β) = σ2
C + α Tr(H̃CAΩ) + β Tr(H̃CBΩ), H̃A =

HAH†
A, H̃B = HBH†

B , H̃CA = HCAH†
CA and H̃CB =

HCBH†
CB . Moreover, SDR allows the feasible region of

W to be restricted to positive semidefinite matrices and the
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non-convex constraint (3d) to be replaced by the constraint
on all the main diagonal elements of W being 1. However,
observe that the objective function is still not jointly convex
in (W , PA, PB) due to the manner in which (PA, PB) and
W are coupled. Hence, finding a tight approximation which
leads to joint convexity is non-trivial. This motivates us to use
an alternating optimization technique. We first find PA and
PB while keeping W fixed according to section III-A, and
then find W while keeping PA and PB fixed according to
section III-B. This iterative process runs, until the convergence
condition is reached.

A. Transmit Power Optimization

The problem of optimizing transmit powers PA and PB for
a fixed W can be formulated as

(P2): maximize
PA,PB

G(W , PA, PB) (5a)

subject to P min
i ≤ Pi i ∈ {A, B}, (5b)

PA + PB ≤ P max. (5c)

The objective function has the form of a difference of convex
(DC) function, which is not generally convex. Therefore,
transmit power optimization can be solved readily using DC
programming algorithms. However, a simpler approach can be
developed by careful inspection of the feasible region RG of
(P2). Considering the partial derivatives, it can be identified
that, G is monotonic in PA for fixed PB , given that PA, PB

∈ RG. A similar observation can be made with respect to
PB for fixed PA. Hence, we claim that it suffices to consider
only points on the boundary PA + PB = P max and the three
vertices of RG to obtain the optimal solution for (P2). This
follows since, given any point (P 0

A, P 0
B) strictly inside RG

satisfies G(W , P min
A , P 0

B) ≥ G(W , P 0
A, P 0

B) or G(W , P max−
P 0

B, P 0
B) ≥ G(W , P 0

A, P 0
B). Hence it is sufficient to con-

sider only the boundary of RG to obtain the solution
for (P2). Given any point (P min

A , P 0
B) on the boundary

PA = P min
A , P min

B ≤ P 0
B ≤ P max − P min

A , we have either
G(W , P min

A , P min
B ) ≥ G(W , P min

A , P 0
B) or G(W , P min

A , P max−
P min

A ) ≥ G(W , P min
A , P 0

B). Similar claim follows for the
points on the boundary PB = P min

B , which validates our
claim. The optima on the boundary PA + PB = P max can
be calculated by solving ∂G

∂PA

∣∣
PB=P max−PA

= 0 which leads to
a quadratic equation of PA. Hence we set (PA, PB) to be the
point which leads to the maximum value of objective (5a) out
of the points (P min

i , P max−P min
i ) for i ∈ {A, B}, (P min

A , P min
B )

and {(PA, PB)| ∂G
∂PA

∣∣
PB=P max−PA

= 0, (PA, PB) ∈ RG}.

B. IRS Phase Shift Optimization

Firstly, observe that (4) is not necessarily convex with
respect to W , even when PA and PB are fixed due to the
subtraction of log terms. Hence, to obtain the IRS phase shifts,
we seek an approximation for G(W , PA, PB) using a function
which is concave with respect to W , for fixed PA and PB .
To this end, we apply first-order Taylor series expansion for
the concave function log2(F (W , PA, PB)) in (4) around Ŵ ,
to obtain a lower-bound given by

GŴ (W , PA, PB) = (ln 2)−1
{

ln
(
σ2

tB
+ PA Tr

(
H̃BW

))

+ ln
(
σ2

tA
+ PB Tr

(
H̃AW

))

− ln
(
F

(
Ŵ , PA, PB

))

−
F

(
W − Ŵ , PA, PB

)
− σ2

C

F (Ŵ , PA, PB)

}
. (6)

It can be shown that when
∥∥∥W − Ŵ

∥∥∥ is bounded above,

the approximation error is also bounded above. Therefore,
using this approximation, we reformulate the problem of
finding optimal W for given (PA, PB) values as

(P3): maximize
W

GŴ (W , PA, PB) (7a)

subject to W� 0, (7b)

diag(W ) = 1, (7c)∥∥∥W − Ŵ
∥∥∥< ξ. (7d)

It can be observed that (P3) is convex with respect to W . The
constraint (7c) is to set the diagonal elements of the matrix W
to 1, while the constraint (7d) limits the error of the first-order
approximation. An iterative procedure can be used to fine tune
the solution of (P3) by re-initializing Ŵ to the optimal value
of W found in the previous iteration.

Algorithm 1 Alternating Optimization Algorithm

Data: H̃A, H̃B , H̃CB , H̃CA, σA, σB , σC , σlA , σlB
Result: IRS phase shift vector w∗ and transmit powers (P ∗

A, P ∗
B)

Initialize W = Ŵ = ww† such that w ∈ CL+1 and |wi| = 1 for
1 ≤ i ≤ L + 1 and o_it = 0;

repeat
Fix W and solve (P2) for optimal (P ∗

A, P ∗
B) ;

Initialize in_it = 0;
repeat

Fix (PA, PB) and solve (P3) for optimal W∗;
Set Ŵ = W∗;
Update in_it = in_it+1

until fractional increase in (4) < εi or in_it ≥ Ii;
Set W = Ŵ ;
Update o_it = o_it+1;

until fractional increase in (4) < εo or o_it ≥ Io;
ŵ∗ ← RankOne(W );

w∗(i) ← exp
�
j∠

�
ŵ∗(i)

ŵ∗(L+1)

��
, ∀ 1 ≤ i ≤ L + 1;

C. Alternating Optimization Algorithm

By combining the transmit power and the IRS phase
shift optimization procedures introduced in section III-A and
section III-B, we solve the problem as an alternating optimiza-
tion problem. It is important to note that we have previously
relaxed the rank-one constraint on W . Thus, after finding
W from the alternating optimization algorithm, we adopt
Gaussian randomization and obtain a rank-one approxima-
tion ŵ. The elements of w are then found using w(i) =
exp

(
j∠

(
ŵ(i)

ŵ(L+1)

))
, ∀ 1 ≤ i ≤ L+1, where ∠(x) denotes the

phase of complex number x [3], [7]. These ideas are formally
presented through Algorithm 1.

As we have shown for transmit powers, it can be shown
that the value of (4) increases after an iteration of optimizing
the IRS phase shifts. Consider a particular iteration. Let
W b and W a be the values of W before and after
solving (P3), respectively. We have G(W b, PA, PB) =(a)
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GW b
(W b, PA, PB) ≤(b) GW b

(W a, PA, PB) ≤(c) G(W a,
PA, PB), where (a) follows from the first-order approximation
at W b, (b) follows from W a being an updated solution to
(P3), and (c) results from (6) being a lower bound to (4). Since
G(W , PA, PB) is bounded from above for a given channel
initialization, we can claim that both the inner and the outer
iterations of Algorithm 1 converge.

With regards to the computational complexity of the algo-
rithm, it is not difficult to see that the complexity of an inner
iteration of Algorithm 1 mainly depends on solving problem
(P3), which is known to be O(L6). Moreover, the complexity
of Gaussian randomization is O(L3NS), where NS is the gen-
erated number of Gaussian random vectors. Hence, the worst
case computational complexity of Algorithm 1 is given by
O(IoIiL

6 + L3NS).

D. Extension to Individual Maximum Power Constraints

To represent individual power constraints, (3c) in (P1)
should be replaced with the two constraints, PA ≤ P max

A and
PB ≤ P max

B , where P max
A and P max

B are the maximum transmit
power levels at Alice and Bob, respectively. We employ the
steps of Algorithm 1 with only the power optimization prob-
lem modified. Let the modified power optimization problem
be (P4). Observe that the feasibility region of (P4) is now
a rectangle. Thus, due to the properties of the objective
function (5a) of (P2) mentioned in Section III-A, it suffices
to consider only the four vertices of the feasible region, and
simply pick the point which maximizes (5a). Note that when
P max

A + P max
B = P max, the feasible set of (P4) will be a subset

of the feasible set of (P2). Hence, from the network point of
view, using a sum power constraint is more favorable.

IV. NUMERICAL RESULTS

In this section, we present the numerical results obtained
through the proposed algorithm and compare the achievable
performance with four baseline schemes. We consider two
configurations, one where Charlie is close to the IRS (C1), and
another in which Charlie is close to Bob (C2). The positions
of Alice and Bob are fixed at (−30, 0, 0) and (40, 0, 0) in the
three dimensional Euclidean space. The IRS is a rectangular
array with 5 rows and L/5 columns. The center of the
IRS is at (0, 10, 0). The coordinates of Charlie for the two
configurations are taken as (0, 0, 0) and (32, 2, 0), respectively.
We consider four different schemes for each configuration.
Scheme S: (w∗, P ∗) refers to Algorithm 1, and S: (w∗, P box)
is the scheme which is described in section III-D. In scheme
S: (w, P ∗), the IRS phase shifts are set randomly and the
transmit powers are optimized by solving (P2), while scheme
S: (No-IRS, P ∗) represents a system without an IRS, where
the power is optimized by solving (P2). Furthermore, for
small L, we also consider the scheme S:(ES, P ∗), where
exhaustive search is used to find the optimal IRS phase
shifts.

For the numerical results, it is assumed that channels
between Alice, Bob, and Charlie follow Rician fading while
the user-IRS channels follow Rayleigh fading. A general
model for the channel coefficient h̃ij between entities i

and j can be given as h̃ij =
√

L0d
−cij

ij

(√
βij

1+βij
gLoS

ij +
√

1
1+βij

gNLoS
ij

)
, where gLoS

ij and gNLoS
ij denote the line of

Fig. 2. Average fractional increase of (4) vs no. of outer/inner iterations of
Algorithm 1 for L = 20.

TABLE I

S: (w∗, P∗) VS S:(ES,P∗) FOR C1 AND C2

Fig. 3. Sum-secrecy rate vs the number of IRS elements for C1.

sight (LoS) and the non-LoS components of the channel, L0 is
the path loss at a reference distance of 1m, and βij , dij

and cij denote the Rician factor, distance, and the path loss
exponent for the channel between i and j, respectively [7].
All channel coefficients are assumed to be independently
distributed. We let cij = 2, and βij = 0 for user-IRS channels,
cij = 3, and βij = 8 for the channels between users, and
L0 = −30 dB. We set σ2

A = σ2
B = σ2

C = −105 dBm,
σ2

lA
= σ2

lB
= −100 dBm, P min

A = P min
B = 0 dBm and

P max = 15 dBm. For S: (w∗, P box), P max
A and P max

B are set
0.5P max. Both εo and εi are set to 10−3 and the value of ξ can
be chosen to achieve faster convergence. In fact, the algorithm
is guaranteed to converge irrespective of the value of ξ, but
setting it too small or large may lead to slow convergence.
We used ξ to be 2. Ii is set to 6 and Io is set to 10.

Fig. 2 shows the average fractional increase in (4), which we
use to decide on the convergence, against the number of outer
and inner iterations of Algorithm 1. Observe that, on average,
an outer iteration converges within 3 inner iterations and
the algorithm converges within 3 outer iterations for the
considered parameter values.

Next, the performance of Algorithm 1 is compared with
S:(ES, P ∗) for smaller values of L. The results, which are
shown in Table I, depict a close match between two schemes.
The behavior of the sum-secrecy rate with the number of
IRS elements considering the two configurations is illustrated
in Fig. 3 and Fig. 4. Firstly, we can observe Algorithm 1
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Fig. 4. Sum-secrecy rate vs the number of IRS elements for C2.

resulting in considerable gains of the sum-secrecy rate, clearly
highlighting the importance of the optimization problem of
interest. We observe a gain of approximately 35% through the
proposed scheme relative to S: (w, P ∗) for L = 40 in C1,
whereas the respective gain is approximately 120% in C2.

When comparing C1 and C2, it can be seen that allocating
more power leads to higher information leakage to Charlie
in C2. Hence, Bob uses the minimum transmit power, P min

B .
Note that Bob refrains from transmission if P min

B = 0. On the
other hand, the leakage is not a major concern in C1, and
the sum-secrecy rate increases with transmit power at the
two legitimate users. Thus, the power allocated at both Bob
and Alice is close to 0.5P max. Also, it can be observed that
the sum-secrecy rate achieved for the proposed scheme is
lower for C2 compared to C1. The effectiveness of the IRS
diminishes as the intruder tends towards a user. Charlie being
close to Bob makes it prohibitively difficult for the IRS to
provide a good information rate for Bob while simultaneously
reducing the information leakage to Charlie, which leads to
the aforementioned disparity.

Sum-secrecy rate vs L curves exhibit different trends with
the proposed scheme for C1 and C2. As discussed earlier,
the effectiveness of the IRS is lower for C2. Small values of L
further reduce the degrees of freedom of the IRS, and prohibits
the system from achieving non-zero sum-secrecy rates for
most channel realizations in that configuration. Increasing L
ameliorates this issue, thus we observe the trend in Fig. 4.
On the other hand, zero sum-secrecy rate is rare in C1, even
when L is small, thus the sum-secrecy grows at a steady rate.
Observe that, S: (w∗, P ∗) attains better sum-secrecy rates
compared to S: (w∗, P box), proving the fact mentioned in
section III-D. In C1, the gain of S: (w∗, P ∗) with respect
to S: (w∗, P box) is less since the transmit power of the two
users approach 1

2P max for both S: (w∗, P ∗) and S: (w∗, P box).
However, in C2, the power allocated at Alice’s end is close
to P max − P min

B for S: (w∗, P ∗), which is not attainable in
S: (w∗, P box). This is well depicted by the high gain of S:
(w∗, P ∗) with respect to S: (w∗, P box) in C2. Scheme S:
(w, P ∗) performs reasonably well for small L, but as expected,
the performance gap with S: (w∗, P ∗) increases for large L.

V. CONCLUSION

This letter introduced an iterative algorithm to maximize
the sum-secrecy rate of an IRS-aided two-way communication
system by adjusting the user transmit powers and the IRS
phase shifts. The convergence of the algorithm was proved
analytically and fast convergence was illustrated numerically.

The achievable sum-secrecy rate of the algorithm was com-
pared with four baseline schemes and the performance gains
were quantified. Maximizing secrecy fairness between users,
multi-antenna systems and multi-user networks are possible
future extensions of the work presented in this letter.
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